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Abstract. The relevance of the study was determined by the growing uncertainty in the external environment, which 
requires the implementation of effective risk management systems. The aim of the study was to analyse the key aspects of 
the Committee of Sponsoring Organisations of the Treadway Commission Enterprise Risk Management (COSO ERM) 
model and to justify its application for integrated risk management in enterprises. The study uses methods of analysis of 
scientific sources, structural and logical generalisation, and a systematic approach. The theoretical and practical aspects 
of risk management in an enterprise are considered, taking into account the challenges and trends of the global market. 
A systematic approach to risk management is analysed, which provides comprehensive coverage of all business processes 
related to the identification, assessment and response to risks. The key components of the COSO ERM methodology, 
which is one of the most recognised in global practice, are identified. The COSO ERM model is based on the principles of 
integrated management, where risks are viewed not as isolated threats, but as part of strategic planning and management 
processes. The application of the three-component COSO structure, which included enterprise objectives, internal 
environment and organisational levels of influence, was considered. This approach made it possible to harmonise strategic, 
operational and reporting processes within a single control system. The essence of the relationship between the main 
elements of risk management was revealed, which made it possible to adapt the model to the specifics of the functioning 
of enterprises in various industries. The feasibility of implementing the COSO model as a tool for increasing business 
resilience to external uncertainty is argued. Methodological approaches to improving risk management in accordance 
with the requirements of economic security and strategic development are proposed. The practical value of the study lies 
in the possibility of using the results by specialists in the field of risk management, internal audit and strategic management
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conditions of enterprises in countries with transitional 
economies, including Ukraine, needs to be refined. The 
existing literature focuses mainly on general approaches, 
without taking into account industry specifics, the organi-
sational structure of enterprises and the practical difficul-
ties of implementing integrated risk management systems. 
Issues related to the effective integration of internal con-
trol systems with strategic planning processes and key risk 
assessment remain under-researched.

The relationship between the maturity of an enterprise’s 
organisational culture and the effectiveness of COSO ERM 
implementation requires separate attention. The aim of this 
article was to analyse the features of COSO Enterprise Risk 
Management (ERM) model implementation, evaluate its 
effectiveness, and formulate recommendations for its ad-
aptation to achieve the strategic goals of the enterprise. The 
objectives were: to address gaps related to the practical appli-
cation of the three-component COSO model in risk manage-
ment in a transformational business environment, particu-
larly for enterprises in countries with transitional economies, 
such as Ukraine; to identify barriers and problems in the 
practical implementation of this model in the context of dig-
italisation, growing external uncertainty and organisational 
inertia; and to develop recommendations for its adaptation 
to current challenges, taking into account industry specifics, 
the level of maturity of organisational culture and the need 
for integration with strategic planning and control systems.

Materials and Methods
This study was based on analytical reports of international 
organisations (COSO, 2017; SCCE & HCCA, 2020; Walk-
er,   2022; Reuters,  2025), data from statistical databases 
on risk management (Cybersecurity and ERM…,  2024; 
How power and…,  2025), national legal and regulato-
ry acts of Ukraine, such as the Law of Ukraine No.  996-
XIV (1999) and the Law of Ukraine No. 2258-VIII (2017), 
as well as international risk management standards ISO 
31000:2018 (2018) and ISO 22301:2019 (2019).

The research employed a combination of economic-an-
alytical, comparative, and systemic methods, which allowed 
for a comprehensive assessment of the effectiveness of the 
COSO risk management model under modern challenges. 
The economic-statistical method served as the main tool 
for analysing the dynamics of change in internal control 
and risk management systems in organisations of various 
scales, particularly in enterprises of the industrial and fi-
nancial sectors. The comparative method was used to iden-
tify key differences in the implementation of COSO ERM 
components. This approach made it possible to determine 
the effectiveness of the model’s application depending on 
the field of activity, organisational structure, and external 
environment. The systemic approach enabled the integra-
tion of information on COSO ERM components – namely 
the control environment, risk assessment, control activities, 
information and communication, and monitoring – into a 
holistic analytical framework, which helped to reveal in-
terconnections between the level of risk management and 

Introduction
Organisations face numerous risks that can affect their 
stability and effectiveness. An underdeveloped risk man-
agement system can lead to financial losses, legal sanctions 
and reduced competitiveness. The implementation of an 
integrated approach to risk management, in particular the 
Committee of Sponsoring Organisations of the Treadway 
Commission (COSO) model, has helped to reduce negative 
consequences and improve the effectiveness of corporate 
governance. This article examined how the COSO model 
has contributed to improving risk management processes 
in organisations. A significant number of scientific works 
have been devoted to risk management issues in the con-
text of corporate governance and strategic planning. After 
the COSO model was updated in 2017, scientists actively 
analysed its new components, which covered aspects such 
as organisational culture, information flows, and the inte-
gration of risks into strategic processes.

In scientific literature, the COSO Enterprise Risk 
Management (ERM) model is considered the leading con-
ceptual framework for integrating risk management into 
strategic enterprise management. According to J. Fraser et 
al. (2021), COSO not only identifies risks but also fosters 
a sustainable culture of management decision-making that 
takes into account both strategic and operational risks. 
The authors emphasised that the modernised version of 
COSO 2017 allows organisations to better adapt to chang-
es in the environment, increasing their flexibility and abili-
ty to respond quickly to challenges. I. Benekos et al. (2020) 
analysed COSO ERM as a dynamic solution, pointing out 
that the components of the model – strategic, operational, 
reporting and regulatory environments – provide an adap-
tive framework that helps organisations respond quickly 
to emergencies. An ERM index is emerging that allows the 
effectiveness of the model’s implementation to be meas-
ured in order to improve goal setting and management 
methods. P. Dahmen (2023) noted that COSO ERM forms 
the basis of organisational resilience in crisis situations. 
During the COVID-19 pandemic, organisations that im-
plemented ERM effectively reduced revenue volatility and 
increased their ability to adapt – “flexibility like a rubber 
ball” – confirming the link between ERM and resilience. 
The article by W.  Gleißner & T.  Berger  (2023) describes 
the “robust enterprise” platform, where ERM, combined 
with a sustainable strategy and financial security, forms, 
according to the authors’ approach, the basis for enter-
prise sustainability. The main emphasis is on a portfolio 
approach, early risk warning and a culture of risk aware-
ness. An analysis of sources indicates the effectiveness of 
the COSO model as a tool for increasing the flexibility 
and sustainability of organisations, while emphasising the 
difficulties of its application. Despite numerous studies 
in the field of risk management, many aspects remain in-
sufficiently developed in the context of modern transfor-
mational changes, digitalisation and the growing uncer-
tainty of the external environment. The methodology for 
adapting the universal COSO ERM model to the specific  
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the strategic resilience of organisations. The analysis also 
included an examination of the interdependence between 
COSO ERM implementation and indicators of operational 
efficiency, institutional accountability, and adaptability to 
crisis situations.

The content analysis method was used to systematise 
scientific sources and practical case studies regarding the 
application of COSO in companies. The main information 
sources included scientific publications, analytical reports, 
and regulatory-methodological documents on risk man-
agement (Makarchuk, 2020; Nazarova et al., 2021; Dvorski 
Lacković  et al.,  2022). To assess the institutional context 
and global trends, data from the IMD World Competitive-
ness Ranking (National Competitiveness and Productivity 
Council,  2024) were utilised, allowing the impact of the 
external environment on the effectiveness of risk manage-
ment systems to be examined. The analysis of academic 
publications, conducted to form the theoretical and meth-
odological basis of the study, encompassed works dedicated 
to the implementation of the COSO model in the areas of 
risk management, internal control, and strategic planning. 
To address the identified shortcomings, a comprehensive 
methodological approach was applied, which included eco-
nomic-statistical, comparative, and systemic analysis. This 
was necessary not only to identify differences in the imple-
mentation of the COSO model across enterprises of differ-
ent types but also to assess its impact on strategic resilience 
and the capacity for crisis adaptation. The application of the 

systemic approach facilitated a deeper understanding of the 
interconnections between individual elements of the risk 
management system and their influence on the overall level 
of organisational effectiveness.

Results and Discussion
In the business environment, risk management is a key 
element of effective corporate governance. A systematic 
approach to risk management has enabled companies not 
only to respond to potential threats, but also to strategical-
ly plan their activities, taking into account potential risks 
at various levels. One of the most effective methodologies 
in this area was the COSO ERM model, which provided a 
comprehensive approach to identifying, assessing and re-
sponding to risks. Before examining the COSO model in 
detail, it is important to first understand the basic concepts 
of risk (Table 1) and risk management (Table 2). Without 
a clear understanding of these concepts, it was impossible 
to fully appreciate the value of structured risk management 
methodologies such as COSO. Standards and authors’ 
works were analysed and used to define the concepts of 
“risk” and “risk management”. Risk is considered an inte-
gral part of any business activity, and the ability to effec-
tively identify, assess and respond to risks has been key to 
ensuring the sustainability and development of an organ-
isation. Risk management encompasses the strategies and 
processes that organisations have used to minimise the po-
tential negative impact of risks on their objectives.

Table 1. Definition of the concept of “risk”

Table 2. Definition of the concept of “risk management”

Source: summarised by the authors based on P. Hopkin (2017), ISO 31000:2018 (2018), D. Hillson (2020)

Source: summarised by the authors based on COSO (2017), ISO 31000:2018 (2018), J. Fraser et al. (2021)

Source Definition

ISO 31000:2018 Risk – the effect of uncertainty on objectives. This effect can be positive or negative and is associated with the 
possibility of deviation from expectations.

D. Hillson Risk – an event or condition that, if it occurs, will affect project objectives. The definition focuses on the 
uncertainty of the future.

P. Hopkin Risk – a combination of the probability of an event occurring and its consequences. The definition focuses on risk 
assessment as a quantitative approach.

Source Definition

ISO 31000:2018 Risk management – the coordinated actions of an organisation to manage and control risks that may affect the 
achievement of its objectives.

COSO Risk management – a process carried out by the board of directors, management and other employees to identify 
potential events that may affect the organisation and manage risk within acceptable levels.

J .Fraser et al. Risk management – a continuous process integrated into organisational structures that aims to identify, analyse 
and respond to risks.

The COSO internal control system was established in 
1992 in the United States against the backdrop of numer-
ous cases of fraud in business practices affecting the US, the 
UK, Canada and Luxembourg. These events highlighted the 
need to improve internal control mechanisms and develop 
unified recommendations for the organisation of control 
procedures. COSO has developed a basic set of principles 
and guidelines that form the basis for building a reliable  

internal control system. These principles outline good pro-
fessional practice for creating business processes that ensure 
the effective functioning of organisations and the achieve-
ment of their strategic objectives (Moeller, 2016; Braim & 
Bilal, 2023). More than 30 years have passed since the initial 
concept was introduced, during which both corporate struc-
tures and the level of automation of management processes 
have undergone significant transformation. In this regard, 



Vishtak et al.

45Innovation and Sustainability, 2025, Vol. 5, No. 3

the COSO model has evolved, which was reflected in the 
emergence of three key modifications: COSO I, COSO II 
and the integrated COSO ERM model (COSO,  2017; 
SCCE & HCCA,  2020; Walker,  2022; Reuters,  2025).

The latest version of the concept focuses on integrat-
ing risk management with the strategic objectives of the 
enterprise, providing tools that include objective setting, 
event identification, risk assessment, response develop-
ment, monitoring and information support – for effective  

response to changes in the external and internal business 
environment. The implementation of the COSO ERM sys-
tem allows enterprises not only to respond effectively to 
risks, but also to make informed management decisions 
based on an analytical approach to control. For a deeper 
understanding of the features of this system, it is advisable 
to analyse each of its key components separately, as shown 
in Figure  1, which will allow for a more accurate assess-
ment of its impact on corporate governance.

Figure 2. COSO-ERM integrated internal control concept
Source: developed based on COSO (2017)

The image illustrates a three-dimensional model of a 
risk management system based on the COSO ERM concept, 
which serves as a visual representation of an integrated in-
ternal control system. This model is depicted in the form 
of a cube, where each face reflects key elements of effective 
risk management within an organisation. The first key as-
pect of the COSO model is “Internal Control – Integrated 
Framework,” which focuses on internal control. It is based 
on five interrelated components. The control environment 
provides the foundation – it covers ethical standards, staff 
competence, and the management system. The next step 
is risk assessment, which allows for the identification 
and evaluation of threats to achieving objectives (Koli  et 
al, 2025). Control activities are the actions and procedures 
implemented to mitigate risks. Information and communi-
cation ensure access to data and effective interaction within 
the organisation. The final component, monitoring, allows 
for continuous evaluation of the quality of internal control 
and its improvement.

In the work of L. Koli et al. (2025), the COSO structure 
is presented as a logical and interdependent system that 
encompasses the key components of internal control. The 
authors emphasise the importance of each component in 

ensuring reliable risk management, which aligns with the 
classic architecture of the model. This interpretation of the 
COSO model’s components is consistent with its gener-
ally accepted understanding and effectively demonstrates 
their integration into management practice. For compari-
son, R.R. Moeller (2016) more thoroughly underscores the 
connection between the control environment and corpo-
rate culture, which deepens the understanding of the first 
component of the COSO model as the basis for forming 
a long-term risk management strategy. Meanwhile, the 
findings of J.R.S. Fraser et al. (2021) expanded the analysis, 
demonstrating how COSO ERM components can be adapt-
ed to specific industries through flexible monitoring mech-
anisms and integration with digital tools, which was not 
detailed in L. Koli et al. (2025). The results of this research 
correlate with the authors’ conclusions, confirming that the 
implementation of the COSO ERM model contributes to 
increased management maturity, the integration of risks 
into strategic planning, and the ensuring of enterprise resil-
ience, particularly in the context of digital transformation.

In 2017, COSO updated its framework, creating a 
second important framework: “Enterprise Risk Manage-
ment – Integrating with Strategy and Performance” (How 
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power and…,  2025). This model was aimed not only at 
control but also at strategic risk management. It focuses 
on corporate governance and risk management culture, 
integrates risk assessment into strategic planning and de-
cision-making, and helps to improve performance. The 
model also includes a continuous review of processes and 
a reporting system that makes risk management transpar-
ent to all stakeholders (Cybersecurity and ERM…, 2024). 
COSO has become a standard in auditing, financial man-
agement, compliance, and corporate governance. It is used 
worldwide by large companies, banks, government bodies, 
and auditing firms. Applying the COSO model gives com-
panies strategic advantages that positively affect manage-
ment effectiveness, control, financial stability, and stake-
holder trust. One of the main advantages is improved risk 
management. COSO allows for a systematic approach to 
identifying and assessing risks, taking timely measures to 
minimise them. This means that a company can not only 
react to problems but also anticipate them and act proac-
tively (How power and…, 2025). The analysis of the source 
confirmed the strategic nature of the updated COSO ERM 
model, which integrates risk management into planning, 
control, and reporting processes, allowing companies to 
increase their transparency and resilience in a changing 
environment; the results of this study correlate with own 
conclusions, as they also attest to the advantages of com-
prehensive risk management for strengthening manage-
ment effectiveness and stakeholder trust.

The COSO model significantly enhances corporate 
compliance with current legislation, especially in areas 
such as financial accounting, internal control, auditing, and 
corporate governance. Its application provides a framework 
for implementing a control system that is necessary for ad-
hering to regulatory requirements, particularly the provi-
sions of the Sarbanes-Oxley Act (SOX), enacted in the US 
in 2002 in response to financial scandals at companies like 
Enron and WorldCom (Beasley et al., 2017). The findings 
of this study correlate with the conclusions of M.S. Beas-
ley et al. (2017), as it also demonstrates that using COSO 
ERM helps to create a transparent and controlled manage-
ment environment, and increases corporate compliance 
with both national and international legislation. This is 
particularly relevant given the digital transformation and 
heightened requirements for financial and non-financial 
reporting. It is reasonable to agree that the practical value of 
COSO as a regulatory compliance framework remains con-
siderable, owing to its adaptability and systematic nature.

According to Section 404 of SOX (Public Law No. 107-
204, 2002), companies are obliged to report annually on 
the effectiveness of internal control over financial report-
ing, while independent auditors must provide attestation 
of these reports. The COSO Framework 2013 (an updated 
version of the original 1992 framework) has been officially 
recognised by the U.S. Securities and Exchange Commis-
sion as an authoritative approach for evaluating internal 
control. The use of COSO enables companies to identify 
key risks and control points, document control procedures 

and policies, regularly monitor system effectiveness, and 
demonstrate transparency and regulatory compliance. In 
addition, COSO reduces legal risks, improves the reliability 
of financial reporting, and enhances communication be-
tween management, supervisory bodies, and shareholders 
(Moeller, 2013).

Thus, the implementation of the COSO model is not 
merely a managerial decision but a critically important step 
towards legal compliance, reducing regulatory pressure, and 
building investor confidence, especially within a globalised 
market environment. It reduces legal risks and increases 
the overall transparency of corporate operations. Another 
important advantage of implementing COSO is the growth 
of operational efficiency. Owing to clearly defined process-
es and control measures, companies can optimise internal 
procedures, minimise duplication of functions, reduce 
costs, and improve cross-departmental interaction. All of 
these factors contribute to better decision-making based 
on reliable information (University of Massachusetts Am-
herst, 2024). Furthermore, the COSO model substantially 
strengthens the system of corporate governance, grounded 
in the principles of integrity, transparency, accountability, 
and effective control.

COSO (2013) identifies five key components of the in-
ternal control system, with particular emphasis on the con-
trol environment as the foundation upon which the entire 
risk management framework is built. These include: ethical 
values and integrity (whereby the organisation cultivates a 
corporate culture in which honesty and ethics are non-ne-
gotiable standards of behaviour); accountability (ensuring 
responsibility is defined at all managerial levels for both 
decision-making and compliance with control procedures); 
board of directors and audit committee involvement (pro-
viding oversight of risks and the effectiveness of internal 
policies); staff competence (ensuring appropriate qualifi-
cations and training); and an organisational structure that 
supports effective control. The role of management in the 
COSO model is fundamental. Management is responsi-
ble for developing and implementing the internal control 
system, formulating risk management policies, creating an 
effective information environment, and fostering a culture 
of transparency (COSO, 2013; Moeller, 2013). Due to these 
principles, the COSO model helps to increase investor and 
partner trust for several reasons:

1. Transparent financial reporting allows investors to
have a clear understanding of the company’s financial status.

2. Reduction of fraud and unethical behaviour through 
preventative control procedures.

3. Increased stability of management decisions, which
signals a company’s reliability in the long term.

4. The presence of a clear system for responding to risks 
reduces investor uncertainty about the company’s future.

In combination, this enhances a company’s investment 
appeal, contributes to its resilience to crises, and ensures 
compliance with ESG (Environmental, Social, and Gov-
ernance) norms. These are increasingly seen as mandatory 
for large companies in the global market. A well-structured 



Vishtak et al.

47Innovation and Sustainability, 2025, Vol. 5, No. 3

control system based on the COSO model also strengthens 
information security, helps to better protect data, and re-
duces the risk of cyber attacks (Risk Management Associ-
ation of India, 2025). Overall, implementing COSO allows 
organisations not only to meet standards but also to gain 
a competitive advantage in the market through resilience, 
flexibility, and long-term strategic thinking.

To better understand the specific features of the COSO 
ERM model, it was compared with another widely used in-
ternational framework – ISO 31000:2018 (2018). Both ap-
proaches share the common objective of ensuring effective 
risk management but differ substantially in structure, phi-
losophy, and scope of application. At the national level, the 
Law of Ukraine No. 996-XIV (1999) defines the legal and 
regulatory framework for accounting and reporting, in-
cluding requirements for internal control that guarantee the 
transparency and reliability of financial information neces-
sary for managerial decision-making. Similarly, the Law of 
Ukraine No. 2258-VIII (2017) emphasises the importance 
of ensuring the quality of internal control and risk manage-
ment systems in order to achieve the reliability of financial 
reporting, which closely aligns with the principles of the 
COSO model. The findings of this research are consistent 
with the provisions of these legislative acts, since COSO 
ERM likewise integrates risk assessment, control, and mon-
itoring processes into corporate governance systems, there-
by supporting compliance with requirements on the quality 
of accounting, reporting, and auditing. It is reasonable to 
conclude that these laws provide a solid basis for the im-
plementation of COSO in the Ukrainian corporate sector, 
ensuring compliance with international standards and fos-
tering the development of effective internal control. Within 
this study, these normative acts were employed as a meth-
odological foundation for analysing the potential adapta-
tion of COSO ERM to the national regulatory environment.

COSO ERM focuses on integrating risk management 
into the overall system of strategic management and corpo-
rate control. Its peculiarity lies in its clearly structured, mul-
ti-dimensional model that includes components of internal 
control, organisational objectives, and levels of influence. 
It involves the active participation of the board of directors 
and management, which is particularly important in large 
corporations. ISO 31000:2018 (2018), in turn, is built as a 
flexible framework that can be adapted to any type of organ-
isation. It does not contain rigid requirements or a struc-
tured model but provides general principles and guidelines 
for the risk management process: establishing the context, 
identification, assessment, response, and monitoring. The 
main difference is that COSO considers risks as part of 
achieving strategic goals, while ISO 31000:2018 (2018) fo-
cuses on a continuous cycle of assessment and response. 
Additionally, COSO requires greater effort regarding inter-
nal audit and control, which can complicate its implemen-
tation in small and medium-sized businesses. At the same 
time, ISO 31000:2018 (2018) is often used in the public sec-
tor, project management, and non-profit organisations. It is 
also appropriate to consider ISO 22301:2019 (2019), which 

focuses on ensuring business resilience by creating a busi-
ness continuity management system. This standard com-
plements the COSO approach by focusing on preparation 
for disruptions, overcoming them, and a quick resumption 
of operations, which is especially important for companies 
operating in a highly volatile external environment. Its ad-
vantage is its universality, and its disadvantage is less proce-
dural detail compared to COSO. Thus, the choice between 
models depends on the scale of the organisation, available 
resources, industry specifics, and the degree of integration 
of risk management into the overall strategy. In the prac-
tice of large corporations, a combination of both models is 
appropriate: COSO as a strategic foundation and ISO as a 
tactical tool for specific processes.

During the analysis of risk management practices, it 
was established that the COSO ERM model, especially af-
ter its 2017 update, significantly transformed approaches to 
corporate control and risk management in both public and 
private organisations. The main innovation was a shift in 
focus from a traditional control approach to strategic risk 
management, which is integrated into the decision-making 
process at all levels (COSO, 2017). Before the implemen-
tation of COSO ERM, companies typically viewed risks in 
isolation within individual departments. The emergence of 
the COSO ERM Framework contributed to the institution-
alisation of a systematic approach to risk management, cov-
ering strategic, operational, financial, and regulatory risks 
(Frigo & Anderson, 2011). Thus, control became not only 
a mechanism for detecting violations but also a tool for 
building a competitive advantage by identifying risks at the 
strategic planning stage. The results of this study correlate 
with the authors’ findings, as it was established that the inte-
gration of COSO ERM into strategic planning processes in-
creases an organisation’s ability to proactively identify and 
minimise risks, which ensures long-term stability and com-
petitiveness. The authors’ approach is worth agreeing with, 
according to which control within COSO ERM not only 
performs a function of monitoring and compliance but also 
serves as a tool for achieving strategic advantages through 
the early identification of risks and the construction of a 
management system based on an analytical approach.

G. Mensah & D. Gottwald (2016) noted that the suc-
cessful implementation of the COSO ERM Framework 
contributes to an organisation’s increased resilience due to 
better alignment of objectives, resources, and risk assess-
ment that arise both within the company and in the exter-
nal environment. The research showed that companies that 
use COSO as a tool for strategic risk management demon-
strate better results in the long term. This is worth agreeing 
with, as the results of this study confirm that the implemen-
tation of COSO ERM strengthens the strategic alignment 
between management objectives, risk assessment, and re-
source allocation, which correlates with the analytical con-
clusions obtained regarding the long-term effectiveness of 
such approaches. The work of J. Lam (2014) also confirmed 
the effectiveness of COSO as a flexible model that allows 
management to integrate risk management into business 
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processes without losing efficiency. The author emphasised 
that it is the adaptability of the COSO model that enables 
organisations to create “antifragile” management sys-
tems – capable not just of withstanding crises but of grow-
ing because of them. This can be agreed with, as the adapt-
ability of the COSO ERM model, identified in the analysis, 
indeed makes it possible to form management systems 
that not only maintain functionality during periods of cri-
sis but also contribute to the organisation’s development 
through proactive risk management. In addition, an up-
dated study (Scale digital transformation…, 2021) proves 
that organisations that use COSO as a basis for building 
internal control systems and strategic planning demon-
strate a higher level of resilience in conditions of economic 
uncertainty. COSO allows for the creation of mechanisms 
for quick adaptation through effective monitoring of key 
risks and opportunities.

The COSO ERM model also transformed the role of 
a company’s governing bodies the board of directors and 
management received clear guidelines for risk monitor-
ing, responsibility, and accountability, which has become 
a standard for investors, shareholders, and regulators (Bea-
sley  et al.,  2017). Through the implementation of COSO 
ERM, the level of alignment between an organisation’s 
strategic goals and its risk profile increases. In addition, 
the model has been adapted to changes in the business en-
vironment, including the growing impact of cyber risks, 
ESG factors, and crisis conditions (e.g., the COVID-19 
pandemic), which proves its flexibility and relevance in 
modern corporate governance (SCCE & HCCA, 2020; Hu-
ber et al., 2025). Comparing the approach of C. Huber et 
al. (2025) with more classic approaches, such as in the work 
of J. Lam (2014), one can see a certain evolution in the fo-
cus of COSO’s application. While J. Lam (2014) emphasised 
the flexibility of the model as a tool for adapting to external 
threats, C. Huber et al. (2025) went a step further, demon-
strating its ability to be strategically integrated into man-
agement practices and increase organisational resilience 
in conditions of growing complexity. Thus, the results of 
the C. Huber et al. (2025) study confirmed the relevance of 
COSO ERM as not only a tool for compliance with regula-
tory requirements but also an effective means of forming 
a comprehensive corporate governance system capable of 
quickly responding to new types of risks. The results of this 
study correlate with the results of the present analysis of the 
implementation of the COSO model in the context of the 
transformational business environment of enterprises with 
a transitional economy.

T. Viscelli et al. (2016) also analysed the role of ERM
in the development of corporate risk management, point-
ing out the importance of the interrelationship between 
strategy, budget, and risk culture. They argue that a focus 
on risk management directly correlates with an organisa-
tion’s adaptability in crisis situations, which reflects some 
of the COSO principles. It is reasonable to agree with the 
conclusions of T.  Viscelli  et al.  (2016), as the results of 
the study confirm that an effective combination of risk  

management with strategic planning and budgeting con-
tributes to an increase in the enterprise’s flexibility in re-
sponse to external threats. C. Hayne & C. Free (2014) de-
scribed the process of institutional internalisation of COSO 
ERM as an innovative practice  – from the creation of 
standards to widespread adoption. This shows that COSO 
has become not just a tool, but a globally recognised model, 
integrated into the culture and management processes of 
global organisations. It is worth agreeing with the approach 
of C. Hayne & C. Free (2014), who argued that the COSO 
model has transformed from a set of technical instructions 
into an institutionalised management practice, recognised 
at a global level and integrated into corporate culture. 
I. Makarchuk (2020) considered strategic risk management
as a prerequisite for increasing the effectiveness of corpo-
rate governance in an unstable environment. The results of
this study correlate with this approach, as the expediency of 
integrating risk management into the overall strategy of the 
enterprise has been confirmed. K.  Nazarova  et al.  (2021)
analysed the use of a questionnaire as a tool for assessing
internal control in accordance with the COSO Framework,
with which it is worth agreeing, as the results of this study
also confirmed the effectiveness of standardised self-assess-
ment tools for improving the control environment. K. Zajc
Kejžar et al. (2024) in their work showed that a high level
of global uncertainty forces European companies to revise
their approaches to risk management, which is consistent
with the conclusions of this study regarding the need to
adapt COSO ERM to new external environmental challeng-
es. I. Dvorski Lacković et al. (2022) proposed a three-fac-
tor model for the implementation of ERM in non-financial
companies, which emphasises the importance of organisa-
tional culture, leadership, and the regulatory framework.
This approach can be agreed with, as the results of the anal-
ysis also confirmed the dependence of the effectiveness of
COSO implementation on internal organisational factors.
J. Awad & R. Martín-Rojas (2024) proved that digital trans-
formation strengthens organisational resilience through
the development of innovation and learning. The results
of the study confirm the relevance of these factors in the
context of adapting COSO ERM to the conditions of digi-
talisation. T. Liu & J. Qi (2024) investigated the mechanism
of the impact of digital transformation on enterprise resil-
ience from the perspective of financial sustainability. Their
conclusion about the critical importance of digital process-
es for effective risk management is consistent with the con-
clusions obtained in this work regarding the adaptation of
COSO to the conditions of the digital economy.

Enterprises that implemented elements of this mod-
el demonstrated a higher level of adaptability to external 
threats, a better structure of internal processes, and in-
creased transparency of management decisions. The im-
plementation of COSO ERM, particularly its components 
of strategic planning, internal control, and monitoring, 
contributed to the construction of systems oriented to-
ward preventative response (COSO, 2017). In various sec-
tors of the economy, the model has been used as a tool for  
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integrating risks into a company’s overall strategic cycle. 
Companies that applied a holistic approach were able to re-
duce losses associated with crisis events such as the COV-
ID-19 pandemic, cyber attacks, supply chain disruptions, 
or regulatory changes. For example, in 2008, Airbus Group 
deployed a centralised ERM system based on the Active 
Risk Manager (ARM) platform, which integrates COSO 
principles (Airbus Group  – case study,  n.d.). Due to the 
standardisation of risks, the centralisation of monitoring, 
and the transparency of processes, the company achieved: 
a reduction in the duplication of control measures; a rapid 
response to external threats; increased flexibility in crisis 
situations; and the preservation of operational resilience 
and business value. In Austria, a number of medium-sized 
family companies modernised their risk management pro-
cesses during the pandemic by implementing both formal 
COSO ERM tools (e.g., risk matrices, scenario analysis) and 
informal practices. This comprehensive approach contrib-
uted to an increase in their resilience, employee loyalty, and 
operational crisis management (Cobb, 2023). The combi-
nation of COSO with modern digital tools for analytics and 
information exchange proved to be effective, which signif-
icantly increased the quality of real-time risk monitoring.

One of the strongest aspects of COSO ERM has been 
the creation of a unified management environment where 
strategy, control, and risk assessment function in an in-
terconnected way. This synergy has ensured systematic 
accountability and fostered the development of corpo-
rate ethics and transparency. At the same time, challeng-
es have also been observed. Some businesses have applied 
the model formally, limiting themselves to documenting 
policies without practical implementation. In such cases, 
the expected results were not achieved, which indicated a 
need to change approaches to internal communication and 
staff training. Another important aspect is the practice of 
adapting COSO ERM to the conditions of small and medi-
um-sized businesses. Many companies use a simplified ver-
sion of the model – for example, by focusing only on key 
risks or operational efficiency. Despite limited resources, 
even basic implementation allows for the creation of a foun-
dation for long-term risk-oriented management. A further 
important point is the combination of COSO with other 
framework models, particularly ISO  31000:2018  (2018). 
This integration promotes a more flexible approach to risk 
management, especially in multinational companies. In the 
context of digital transformation, the effectiveness of COSO 
has grown when supplemented with IT solutions – analyt-
ical platforms, automated control tools, and ERP systems.

The COSO ERM methodology gained significant dis-
semination in organisations where compliance with regu-
latory requirements, financial reporting, and accountability 
to external stakeholders were essential. It enables risks to 
be formalised, changes in the external environment to be 
tracked, and complex processes to be effectively managed. 
In a number of case studies, the model demonstrated a pos-
itive impact on reducing losses, improving the effectiveness 
of internal audit, and strengthening investor trust. For  

instance, the findings of R. Moshesh et al. (2018) showed 
that the implementation of an adapted ERM framework 
based on the COSO model contributed to: improving 
alignment between strategic objectives and risk processes; 
reducing losses through revised organisational architec-
ture; and enhancing the role of personnel by upgrading 
their skills to work with ERM. At the same time, critical 
review revealed that to achieve full effectiveness the mod-
el required deep cultural transformation within organisa-
tions. Without the formation of a risk management culture, 
leadership involvement, and systematic engagement with 
employees, results remained limited. In some cases, there 
was a lack of flexibility in adapting the model to the specif-
ics of an industry or region, which complicated its imple-
mentation. Attention was also paid to the growing impor-
tance of innovative risks – in particular, those related to the 
implementation of artificial intelligence, automation, and 
cloud services. COSO ERM allowed for the systematisation 
of approaches to managing these challenges but required a 
constant updating of practices in response to new threats. 
Effective management of modern risks became possible 
only under conditions of a regular review of procedures, 
openness to change, and the involvement of external exper-
tise. The general assessment of the practical application of 
COSO ERM has shown its ability to increase the flexibility 
and resilience of organisations. Its contribution to building 
systems capable of not only reacting to risks but also using 
them as a source of strategic opportunities was important.

Conclusions
The study achieved its set objective, which was to analyse 
the peculiarities of implementing the COSO ERM risk 
management model in the management practice of en-
terprises, evaluate its effectiveness, and formulate recom-
mendations for adapting this model to the conditions of 
the transformational business environment. Attention was 
paid to Ukrainian enterprises with a transitional economy, 
where the level of risk, institutional uncertainty, and regu-
latory pressure remains high, while taking into account the 
experience of foreign enterprises and organisations.

An analysis of literary sources and examples of COSO 
ERM application made it possible to conclude that this 
model is one of the methodologies for organising systemat-
ic risk management. It covers five main components (con-
trol environment, risk assessment, control activities, infor-
mation and communication, and monitoring) and is clearly 
integrated with the processes of strategic planning, internal 
control, and corporate governance. This ensures not only 
a reduction in the probability of risky events but also an 
increase in organisational flexibility, stability, and competi-
tiveness of enterprises. The implementation of COSO ERM 
contributed to a reduction in losses during the COVID-19 
pandemic, faster adaptation to regulatory changes, min-
imisation of cyber attacks, and a more effective response 
to disruptions in supply chains. It was also established that 
COSO significantly increases the level of reporting trans-
parency, builds trust from external stakeholders, reduces 
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Анотація. Актуальність дослідження зумовлена зростанням невизначеності у зовнішньому середовищі, що 
потребує впровадження ефективних систем ризик-менеджменту. Метою дослідження було проаналізувати 
ключові аспекти моделі Committee of Sponsoring Organizations of the Treadway Commission Enterprise Risk 
Management (COSO ERM) та обґрунтувати можливості її застосування для інтегрованого управління ризиками на 
підприємствах. У дослідженні застосовано методи аналізу наукових джерел, структурно-логічного узагальнення 
та системного підходу. Розглянуто теоретичні та практичні аспекти управління ризиками на підприємстві з 
урахуванням викликів і тенденцій глобального ринку. Проаналізовано системний підхід до управління ризиками, 
який забезпечує комплексне охоплення всіх процесів підприємницької діяльності, пов’язаних з ідентифікацією, 
оцінкою та реагуванням на ризики. Визначено ключові компоненти методології COSO ERM, яка є однією з 
найбільш визнаних у світовій практиці. Модель COSO ERM базується на принципах інтегрованого управління, 
де ризики розглядаються не як ізольовані загрози, а як частина стратегічного планування та управлінських 
процесів. Було розглянуто застосування трикомпонентної структури COSO, що включала цілі підприємства, 
внутрішнє середовище та організаційні рівні впливу. Такий підхід дозволив гармонізувати стратегічні, операційні 
та звітні процеси в межах єдиної системи контролю. Розкрито сутність взаємозв’язку між основними елементами 
управління ризиками, що дало змогу адаптувати модель до особливостей функціонування підприємств різних 
галузей. Наведено аргументацію доцільності впровадження моделі COSO як інструменту підвищення стійкості 
бізнесу до невизначеності зовнішнього середовища. Запропоновано методологічні підходи до удосконалення 
ризик-менеджменту відповідно до вимог економічної безпеки та стратегічного розвитку. Практична цінність 
дослідження полягає у можливості використання результатів фахівцями у сфері ризик-менеджменту, 
внутрішнього аудиту та стратегічного управління
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